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The National Hurricane Center

URGENT NOTIFICATION

GS><( GsSX.0RG




Now, you should be How ready are we?

asking......
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/OW/WeII Prepared Are You?

Ifyou had to handle a Category 4 Hurricane?

’ Are 'you prepared for utility failure, wind and Water damage |
and possible loss of wireless network service? |
« Haveyou conducted training with every employee and
| pror/lded clear procedures for immediate evacuation of the
- target location since employee safety is the number one )|
| priority? |
* Haye the executives in your organization also recelved \ 7
| /training? |
/«/ How long would you have in today’'s world of social medla and
dlgltal communication tools to respond to a crisis? |
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W ha twe know

Tlme Is of the essence AND......

A QUICK CLEAR response from top Ieadershlp 153 crltlcal

&
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| Why build a Readiness Roadmap

‘BUI|dS trust across the organization

Demonstrate that the company values emergency'
prepa red ness

glrect |mpact upon the orgamzatlon S performance and SUCCeSS

UI|dS general and scenario-specific readiness .
%
|

GSX.ORG




enefits of a Readiness Roadmap

‘Opportumty to identify internal problems that could

cause risk in the future
Challenge traditional approaches to crises

Iplehtwfy Individuals within your organization Who have N
the skills and abilities to lead in a crisis \

Improve decision-making in your existing crisis | ‘

mahagemeht strategy
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’Let 3 ag ree that....

Exermses focus on learning and knowledge- sharmg and
reveal training needs Y

'qralnllng Is desighed to help each individual understand
hls or her individual role in responding to a crisis ) |

So, EXERCISES REVEAL TRAINING NEEDS
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Building a Readiness
Roadmap




Roadmap Video

GSX.ORG




Generating buy-in




~Clarity
Structure

@)
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TAKE ACTION TO....

‘Create a direct link between activities and HOW these support the
‘mam Com pany strategy

Deﬂne Metrics and KPIs to Monitor Efficacy G

EVERY EFFORT NEEDS TO BE CONNECTED TO A CLEAR F?ETURN
ON INVESTMENT

dreate a clear EXIT STRATEGY

Present your training programming a very concise way...*’..“".a
Focus on WHY and HOW .

P resent facts from the standpoint of an expert

GSX.ORG




What steps do you take?

F|rst posrclon training as an enabler to

SeCOHd, establish training as an to the busineSSx

TkL|rd L]mderstand the organization’s strategic plan SO you
can, hlghllght areas where training can the

|
' potential outcome. v
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Remember why you are here....

The vvay an orgamzatlon reacts when confronted Wlth
. any potential crisis will shape its future successboth
strateglcally and financially. |

o
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esources

D HS Dis'ia ster Planning Guide

httDS'//WWW dhs.gov/plan-and-prepare-disasters <

FBI Actlve Shooter Preparation

https //www fbi.gov/file-repository/active-shooter-guide-for-businesses- march—
2018 pdf/wew

‘BSI 11200 Crisis Management Standard

https //knowledge bsigroup.com/products/crisis-management-guidance-and- goook ,
practlce 1/standard Y

zRoad ma p Resources
/ https://Kith.co/asis
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https://www.dhs.gov/plan-and-prepare-disasters
https://www.fbi.gov/file-repository/active-shooter-guide-for-businesses-march-2018.pdf/view
https://knowledge.bsigroup.com/products/crisis-management-guidance-and-good-practice-1/standard
https://kith.co/asis

Contact us

Patricia Coureas, CPP
PGCoureas International Consulting — [ \
lpcoureas383@gmail.com |

Andrew Sheves
VP Operations Kith
asheves@kith.co

Workbook resources at kith.co/ASIS
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Whatis Readiness?

-\ Géneral organizational readiness
! Scenarlo -specific preparation

We l ﬁoc:us on creating a roadmap for orgamzatlonal
readmess

Your rlsk assessment will tell you which scenarios you |
need to prepare for -
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OW/ do you Assess Readiness?

AsseSs your organization, comparing it to a standard or
What good looks like' T

Grade each element:

- Exi ts / condition met (Green)
- Close (Amber)

- Nothing in place (Red)
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Grading Example

Situation awareness.
There'is a clear and
well-understood
rocess for gathering,
nalyzing, and
summarizing
information from a
var/ety of sources and
sharing what is
pertinent with key
/ decision-makers.
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Grading Example (1)

Situation awareness.
Therelis a clear and
well-understood
rocess for gathering,
nalyzing, and
summarizing
information from a
variety of sources and
sharing what is
pertinent with key
/ decision-makers.
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A basic situation
awareness system is
INn place but there
are flaws in how
iInformation is
shared and the
overall sense Is that
the system iIs slow




Situation awareness. A basic situation

Therelis a clear and awareness system

well-understood e
rocess for gathering, Is In place but there

na/y /ng’ elale| .are ﬂaWS.in l'.\OW |
summarizing information is |
information from a shared and the |
variety of sources and overall sense Is that |
sharing what is the system is slow |

pertinent with key
/ decision-makers.
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Situation awareness. A basic situation

Therelis a clear and '

well~uaderstood gawalreneés f{ﬁtem 1S
rocess for gathering, N place but there

nalyzing, and are flaws in how .
summarizing iInformation is )|
information from a shared and the v
variety of sources and overall sense is that {
sharing what is the system is slow |

pertinent with key
/ decision-makers.

GSX.ORG




rades Determine Corrective
Actlons

EX|sts / condition met (Green) - Sustain'

C los e (A mbe r) _Shar pen ;

/Not i n place (Red) -Build VA
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Correctlve Actions Example

Gaps Corrective Actions
Flavvs Talale) « Standardized
mformatlon Is shared distributions lists for
| BN updates P
| % - Standardize reportmg
| templates
* :The system IS slow e Streamline the approval /

release Process
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The Workbook

CLOBAL SECURITY EXCHANGE

Provides a step-by-step
guide to build your
organization’s crisis
readiness roadmap.
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Building a Crisis Readiness Roadmap
ASIS GSX 2022

AN\
Roadmap Workbook
©Kith.co 2022




Model for Readiness

'\ Three elements we've
observed IN crisis-ready

organlzatlon
( Crisis
Confidence

|

sEac:h: has five sub-elements

Combme to create Crisis
Conﬂdence
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CLOBAL SECURITY EXCHANGE
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Chain of command
There is a clear and
well-understood chain
of command showing
who reports to whom in
the event of a crisis and
how teams and
departments interact.

Decision-making

The organization has a
robust process for
making decisions,
allocating
responsibility, and
tracking progress.

Redundancy
Redundancy is built into
the system so there is a
backup or replacement
for all vital systems,
resources, or individuals
so their absence can be
overcome quickly.

Procedures

There are understood
and tested procedures
and templates for
repeatable crisis
activities.

Mobilization

There is an understood

and tested process to
alert key crisis staff,
provide them with
critical information
and convene them
into a meeting space.




2’ - Evaluate and Grade the
Organization

MEET We meet this requirement completely (3)

CLOSE We are close to meeting THIS requirement but there are some gaps (2)
FALL . s P

SHORT We don't have any of this in place or there are significant gaps (1)

Element Definition aassesiment | SN (1-3)
rating

There is a clear and well-
understood chain of
Chain of command showing who
command reports to whom in the event
of a crisis and how teams and
departments interact.

There is an understood and
tested process to alert key
crisis staff, provide them with
critical information and
convene them into a meeting
space.

Mobilization

There are understood and
tested procedures and
templates for repeatable crisis
Procedures activities. (E.G. Holding
statement templates, meeting
agendas)
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' 3'- Identify Corrective Actions &
Support

Difficulty
Assessment Corrective Support (- Easy, 2 -
Value Actions Needed moderate, 3 -
hard)

Rating
Element  (Red/Amber/
Green)

Priority
(assessment
+ difficulty)

Time
Estimate

Chain of

o ..

Procedures

Mobilization

GSX.ORG




4 - Assess Difficulty, Prioritize and
Add Time Estimate

Difficulty

Assessment cOrrectI e Support (1 - Easy, 2 -

Value Needed moderate, 3 -
har d)

Rating
Element  (Red/Amber/
Green)
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Element

Chain of

Commana’

Procedures

GSX.ORG

Rating
(Red/Amber/ Assessment Value
Green)

Corrective
Actions

Formalize CoC

Difficulty
(1-Easy, 2 -
moderate, 3 -
hard)

Priority
(assessment
+ difficulty)

Time
Estimate

3 wee/es




5- Sequence the Actions and Buﬂd
the Timeline

Status
Element Corrective Action (Not started / In Sept4 Septl2 Septl9 Sept26 Oct3
Progress [ Complete

Mobilization |  Build call-out process Comp/e'/'e

Mobilization Establish Phone tree . ..

Chain of Formalize chain of No Started
0 dtarte
Command command
Procedures Review Procedures Not Started ....
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Roadmap to organizational readiness

Needs-based
Measurable progress

Justifies investments
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